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Abstract— Cloud hosts are basically a data center where a
significant amount of data appeared and accessed in a fraction
of seconds. Among them most of the data is preserved for long
terms storage. Due to their efficiency and computational
ability of analytics new clients are also attracted with such
kind of systems. Due to this the data security in cloud storage
or data centers are a critical issue. The security in this server
concerned about during data storage, access and transmission
in public network. Thus a new security technique is required.
In this work using the available techniques of network and
data security a technique is suggested and implemented for
achieving all the concerns of data center security. Therefore to
store data in data centers a cryptographic technique by
enhancing the existing DNA cryptography is proposed for
implementation that offers efficient data encryption and
decryption with less resource consumption. In addition of that
for securing the data during the network transmission the
similar cryptographic technique is employed. Furthermore for
accessing the data by the end client a secure authentication
process using the TPA (third party auditor) is proposed and
implemented.

The implementation of the proposed technique J2SE
environment is used. After implementation the performance of
the entire system is evaluated and compared with the RSA
algorithm based secure cryptographic technique. Additionally
the performance of system in terms of server response time,
memory consumption, time consumption and the space
overhead is provided. According to the obtained outcomes the
proposed technique find optimum and efficient for securing
data in data centers.

Keywords— security, TPA, OTP, cloud data center, network
security.

I. INTRODUCTION

The use of internet is increasing rapidly due to
technological growth and applications. A number of
applications such as internet banking, email messages and
others are accessed with the help of internet. These services
from the internet are accessible according to the 24X7
manners. Therefore reliability on services distribution is
required. A number of service providers for that purpose
trust on cloud infrastructure and cloud based services.
Using the cloud infrastructure service providers serve their
client’s better and efficient manner with increasing amounts
of clients requests. Therefore need to provide the scalable
storage and computing services using the cloud. But most
of the applications needs sensitive and private data for the
use thus client always worried about the data confidentiality
and security.

The presented work is aims to find a secure and efficient
manner for data storage and access for the cloud data
centers. Therefore the work is intended to explore the
security techniques over cloud, more specifically the
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cryptographic solutions. In literature there are a number of
articles are exist that are considering the issues of cloud
during transmission, access, sharing, and storage. Therefore
a cryptographic approach is required to secure the data
during the communication and storage. In order to provide
cryptographic solution for cloud data center storage and
access a new cryptographic technique using DNA
computing is proposed in this work.

The proposed DNA computing based cryptography
promises for efficient cipher generation. Additionally
promises to provide strength on the cipher for securing data
during transmission and storage. That is also promises for
reducing the amount of cipher size for less storage overhead.
By which the time complexity for cryptography is
significantly improved. Thus proposed work introduces the
cryptographic technique for improving the security and
performance both for data center storage and access.

In literature study about cloud data centers that is found
for scaling the storage and other resources outsourcing
concepts are developed. According to this the data center
owners are exchanging the storage units. In the concept of
data outsourcing the cloud service providers are host the
client data on third party data centers. On the other hand
due to this end client or data owner is worried about the
data. Therefore the cryptographic security on cloud is
employed for securing the data from outsiders and the data
leakage. Thus the security becomes more essential aspect
for the cloud computing.

In this presented work a cryptographic algorithm is
proposed and implemented order to secure the data in the
cloud storage. In addition of that for securing the data
during the transmission and data access a new
authentication process with the third party auditor is
implemented. This technique not only ensures the security
of data during the data transmission that also secure data
during the data accessing from the end client.

II. PROPOSED WORK

The section discusses about the security system of the cloud
storage (data center). Therefore the proposed security
aspects of the data security are demonstrated in this section.
The proposed security model is responsible for
authentication of end client during data access and data
storage. Providing security during network transmission
and cryptographically hosting and sharing of data. Thus a
new scheme is introduced to provide security using the
figure 1. According to above given system there are three
individual identities are involved namely the client, cloud
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storage server and a security server therefore initially these

roles are described as.
Security Server

Authentication initilization

Client ‘ ‘ Cloud Storage

Connection Request

Credential Query

Credential Response

Validatio:

Validation Response

Secure connection

Figure 1 security architecture

e Client: that is an end client who wishes to store or
access the data from the cloud storage server.
Therefore the client can be access their cloud
storage accounts using any device such as mobile
phone, laptop or any PC. These devices are termed
here as the client device or client end.

e Cloud storage: that is the cloud storage or data
center where the data is aggregated from the
different client ends. Cloud storage can be a simple
repository where the data is preserved accessed on
demand basis.

e  Security server: that is third party security auditor
which is used to regulate the communication or
connection among the client device and the cloud
data center. In this presented system the security
server or TPA works as the authenticator for the
data accessing party.

In order to demonstrate the processes involve in figure 1 the
sequence of process is indicated using a sequence diagram.
The diagram also includes the arrows heads to demonstrate
the steps followed for secure communication and
authentication. The following steps are involved:

1. Client connection request: initially the process is
initiated when the client makes a request to the
cloud data center for accessing or storing data. To
access the defined services by client device a
request to the server is made. In this phase the
server verifies the registration of end user if the
client is registered previously than the server
triggers a method to call the authentication or
security server. On the other hand if the user is not
registered previously server generates error and
asks for the registration to user.

2. Authentication initialization: in the case when the
user is registered then this step is initiated with the
help of cloud server host for the authentication of
end client. Therefore a message to the secure third
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party server is convey for authenticating the end
client.

3. Credential query: As the cloud host message
received by the third party security host. The
secure server asks for the wuser -credentials
additionally an additional query is made as the
security question randomly to the client. The query
is made in through the information submitted by
the user during the registration process the security
question can be about for date of birth, PAN card
number or other relevant information.

4. Credential response: in the response of the asked
query by the security server question the client
need to answer the security question. The given
answer is submitted to the security server is
verified by the server. If the security answers and
input credentials are verified successfully the user
identity is verified by transmitting the OTP (one
time password). If the OTP is submitted correctly
the server based authentication is completed.

5. Validation response: after completing the
verification of user submitted credentials and the
one time password the response from the server is
generated. If the user provides the correct
information the secure server response to the cloud
server for authentication steps are completed.
Otherwise the secure server couldn’t complete the
user connection request and produces an error
message for the client.

6. Secure connection: after successfully validation of
user, the system enables communication among
the user and cloud server to communicate each
other and utilize the different utilities implemented
on server using cryptographic techniques. Such as
data hosting, access and sharing.

A. Proposed cryptographic technique:

In order to provide the secure and strong cipher generation
technique some improvement on traditional DNA based
cryptographic solution is suggested. The proposed solution
of the cryptography need to enhance for less resource
consumption and improved strength of cipher text.
Therefore to achieve the required solution for the identified
problems, the following solutions for new cryptographic
system generation is proposed to incorporate. The method of
the encryption is demonstrated using figure 2.

1. Input Data: when a user wishes to send, upload, or
download the data from the cloud data center then
the security is required. In this conditions the user’s
data is termed here as plain text, original message
or text to encrypt. During the process of data
request that is user input or the text message that is
required to process using the encryption algorithm.

1206



Kanwar Lal Dhakar et al, / (IJCSIT) International Journal of Computer Science and Information Technologies, Vol. 7 (3) , 2016, 1205-1211

Input data
Data spliting
256 byte 256 bytes | 256 bytes
XOR User Password

) |

combined string Mapping code book
Message encoding

Compression ~ Send to Network

Figure 2 proposed encryption

Data splitting: the user input data is now processed
initially in this phase. Therefore the input data is
now split in small sizes of the data blocks. The size
of these data blocks are 256 bytes. In addition of
that if the size of the data block is less than 256
bytes the additional zero bits are appended for
completing the length of the 256 bytes. These data
blocks are used in next phase for encryption
operation.

XOR operation: the previous phase outcomes the
fixed size data blocks are paired here first. Each
pair of data block contains two blocks of data. In
this process the XOR operation is performed first
and the outcome of the XOR is combined with any
one of the participating block data bytes. For
example if there are two blocks of data named as A
and B are paired first. For the XOR operation A
XOR B = C of the similar length string is
generated. Thus the outcome of this process is a
combined length of string A and C.

Password: in order to improve the security of the
cipher text a user password is required. Using this
password the receiver can recover the original data
which is transmitted by the sender. This password
is used here to generate a dynamic code book. In
this code book the characters of password are used
with their similar encoding binary sequences.

The codebook: to understand the code book
generation process the password is used here. Using
this codebook the XOR data is converted or
encoded into the similar string as the password
provided. For example user enters a password
“KANVER?” then a dynamic code book is created.
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The process of generation of the code book is given
in table 1.

00
01
10
11
000
R 001

mi<|Z|>» |~

Table 1 encoding table

In other hand some time any password string may
contain the similar characters or duplicate
characters then the process of code book creation is
changed by removing the duplicate characters from
the input password. For example a user input
password is “KANVERLAL”. Here characters “L”
and “A” repeats 2 times then the given password
string is changed in a new string such as
“KANVERL” by which the above given table is
converted as given table 2.

K 00
01
10
11
000
001
L 010

Alo|<|Z|»>

Table 2 complex encoding

Message encoding: in this phase the XORed bytes
of data are converted in the form of the provided
password generated codebook. Therefore the
encoding process is taken place. In this process the
amount of data is also reduced significantly.

Compression: that is finalization process of cipher
text blocks. After encoding of the entire message
the generated strings are combined each other and
then a ZIP compression algorithm is implemented
to reduce the size of cipher more. The final
outcome of the encryption process is a compress
file. That compress file is used for data exchange
between two parties.

Send to network: the outcomes of the previous
step of data processing are used for transmission
either during data wuploading or for data
downloads.
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B. Proposed algorithm

The entire process involved in the proposed model for light
weight encryption technique for securing the data can be
summarized using the simple steps as:

Input: Original Data Oy, User Password U,,
Output: Cipher Text C

Process:
1. T4 =readData(O,)
2. 2.Ty[]= splitData(Ty4, 256)
3. TY=XOR_Combine(T},Ti1)
4. MAP = ProcessPassword(U,,)
5. Eng = encode(T), MAP)
6. C=compressData(Eng)
7. return C

Table 3 cipher generation process

III. RESULTS ANALYSIS

The chapter reports the evaluation of performance of the
implemented system. Therefore it includes performance
parameters and their descriptions to understand and
observations. On the basis of the evaluated behaviour of the
system the results are listed in this chapter.

A. Server response time

The amount of time required to execute the user requests
for producing the outcomes is termed as server response
time. The computed server response time for different
activities in the system is given using figure 3.In figure 3 X
axis contains the different experimental observations and Y
axis shows amount of time required for generating the
response from the server. The response time of the server is
given here in terms of milliseconds. The different
experimental observations show that the fluctuating time
for response generation. The noticed fluctuation in the
response time is causes by the request load on the cloud
server thus as the work load on the server is increases the
amount of response time is also increases in the similar
manner. Thus the response time is adoptable for use with
the different security applications for the cloud.

B. Encryption time

The amount of time required to encrypt the input file is
denoted here as the encryption time. The encryption time of
the proposed system and the RSA based cryptographic
technique with increasing amount of file size is given using
figure 4.
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Figure 3 server response time
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Figure 4 encryption time

In this diagram the different experimental observations are
made with increasing amount of file size in terms of KB.
The file size used with the system for experimentation is
given in X axis. Additionally corresponding amount of time
consumed for encrypting file is given in Y axis. The red
line in this figure shows the performance of traditional RSA
algorithm and the blue line shows the performance of
proposed approach. According to the obtained results time
consumption for encryption is increases in similar ratio as
the amount of data is increases.
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C. Decryption time

The amount of time required to decrypt or decipher the
encrypted message is known as decryption time. The
decryption time with the same amount of file size is
reported in figure 5 for both the implemented cryptographic
techniques. In this diagram X axis contains increasing
amount of files size in terms of KB (kilobytes). And Y axis

contains amount of time consumed in terms of milliseconds.

The performance of RSA algorithm in this figure is given
using red line and the green line is used for providing the
performance of proposed algorithm. According to obtained
results encryption time is higher than decryption time in all
experiments. Additionally demonstrates similar behaviour
as encryption process. Furthermore as compared to the
traditional technique the proposed technique consumes less
amount of time for decryption. Thus the proposed technique

is efficient and more adoptable than the traditional approach.
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Figure 5 decryption time
D. Memory consumption

The amount of main memory required for file encryption or
decryption is known as memory consumption or space
complexity of the algorithm. The memory consumption of
the proposed system and the RSA algorithm during
encryption is computed and compared using figure 6. In this
diagram the encryption process’s memory consumption is
demonstrated. The red line shows the performance of
proposed technique and blue line is used for traditional
algorithm implementation. For demonstrating the
performance of the system X axis contains the amount of
files in terms of KB (kilobytes) and the Y axis contain the
relevant memory size consumed for processing of the input
files. According to the obtained results the proposed
technique consumes less amount of memory as compared to
traditional RSA algorithm. But the amount of memory
consumption is increases for both the processes as the
amount of data to be process is increases for encryption.

www.ijcsit.com

Figure 6 memory consumption
E. Space overhead

The amount of additional storage space required when the
data is encrypted form their original size of message is
termed as the space overhead. In other words the increment
on size of the original text files after encryption of data is
termed as the storage overhead. That can be computed
using the following formula:

space overhead = file size after encryption
— file size before encryption

The comparative performance of the proposed and RSA
based cryptographic system in terms of KB and
demonstrated using figure 7. In this diagram the different
amount or size of original text files are reported on X axis
and the Y axis reports the space overhead of the encrypted
file. In the experimental results that are observed the small
amount of file size are increases when the file is
transformed into encrypted format but that is also increases
in similar ratio as the amount of file is increases. Therefore
the proposed technique is adoptable for less space overhead
and efficient data processing.
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Figure 7 space overhead
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IV.CONCLUSIONS

In this presented work the cloud based storage security is
investigated and for improving the performance of the
traditional security based on RSA cryptography a new
cryptographic solution is presented with the third party
auditor. This section provides the summary of work
performed additionally the future extension of the work is
also suggested.

A. Conclusion

The internet provides ease in our daily life by providing the
services at our door steps. Anyone can get the different
kinds of service requests and their response using the
internet based applications without making any efforts such
as banking, e-commerce and others. That’s why the traffic
on web is increases continuously and to handle this traffic
an efficient technique is required. Cloud infrastructure
provides the solution for efficient computing and the
hosting of data. Due to this a number of individuals and
organizations are now adopting the services of the cloud
computing. But in cloud the data is moving frequently and
availability of data are also changes with the time.
Therefore the clients of the cloud are worried about the
security of data in data centers.

In this presented work the security of the data center is
investigated. In literature a number of articles are
suggesting the cryptographic cloud approach for securing
the data. but the traditional cryptographic approaches are
either less secure or produces the high resource
consumption during the encryption and decryption. Thus
there is need to have a strong cipher generation technique
with less complexity in terms of space and time. In order to
provide such kind of solution a new approach using the
DNA cryptographic approach is presented to secure the data
on cloud additionally this cryptographic approach helps to
protect data during the network data exchange. Furthermore
for improving the invigilation and authentication process a
security auditor is also implemented with the system which
provides ease in validation of user request.

The implementation of the proposed working model is
provided using the J2SE environment of JAVA technology.
After implementation the performance of the implemented
system is computed and compared with respect to RSA
based cryptographic solution. The comparison of the
proposed technique is provided in terms of the following
performance parameters listed in below table

S. Parameters Proposed RSA
No. technique

1 Server response Adoptable -

2. Encryption time Low High
3. Decryption time Low High
4 Memory Low High

consumption
5. Space overhead Low High

Table 4 comparative performance

The key aim of the proposed technique to improve the
performance of cryptographic technique in terms of time
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and space complexity is accomplished successfully.
According to the results demonstrated the proposed
technique provides security and high performance outcomes.
Therefore the technique is adoptable for securing the cloud
data center.

B. Future work

The proposed work is intended to find a secure solution for
the data storage and access in cloud data centers. Therefore
different techniques and security schemes are investigated.
In addition of that based on the existing approaches a new
security model is proposed using the DNA cryptography
based technique. In near future the technique is enhanced in
the following suggested manner.

1. The attackers and intruders are updating self
therefore the cryptographic technique is need to be
change after a few months regularly

2. The new advancement on the TPA are developed
thus need to change the responsibilities of the TPA
over the time.
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